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B TPM: Trusted Platform Module

0 IREFHEREAA VAT LRITEREF I T4EMT (FARKTE 551U TPMI-k 2Remote attestation
IRk @ KH IR &IE AT E#H%. 2006-08) | E2EBL,

[ ElZMBMh\%wﬁ%%%{(MEﬂ%ﬁ'lﬁfﬁ'rﬁ*Et:\:lUﬁ'{ﬁﬁ%ﬁﬁ%$¥‘ 2007) TCG®Invited Expert (2019~)
B ARM TrustZone

® SSTHEME R RIMAEEBLT/NAIREAL zloTEX 1) T & B 7 ACSAC20206X
In] (2015-17) Reboot-Oriented loTIZ#%%E

B RISC-V TEE IEEE TrustCom, RISC-V Forum
® NEDOFHA141(2019-23)TRISC-V TEEDY TR T 7EI% Security. IEEE Access |=#%
QX aTA—ToT7—FTOFv- Ty EBFMMTEES (TRASIO)AES
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® Arm TrustZone, Intel SGXMRemote Attestation (Xeon DCAP) <::| IR T, P RELILY,
B Zero-Trust loT

® JST CREST (2021-27 NIMTE#HI%R, =X A+ EZE, TID A HHIR)
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B Trusted Execution EnvironmentiZ& A X T LD BREL, [FERANIE20/06
® https://ci.nii.ac.jp/naid/40022255769

B Trusted Execution Environment®EZEEZTNZZ ZHEM, EFIRHRBAEFS ERE-ERVTAMI T4«
Fundamentals Review, 2020/10 (££{E 2\ B)

® https://www.jstage.jst.qo.jp/article/essfr/14/2/14 107/ article/-char/ja/

B RISC-V IZHIT5T70ty Y X)) T4#E L RT L7 —FT9Fv¥—TEE (Trusted Execution
Environment), Hardware Root of Trust, Remote Attestation, L X7 L il 1§ | H6745 $95
[F—T 570ty ER AU RBILRMTISES, O AT LHIHIERF R, 2023/09 (BELHTE)

B ResearchMaplZ A ERMN®HYET, htips://researchmap.jp/kuniyasu-suzaki
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Tokyo 2024 Winter 2024/1/1614:15-14:35
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B RISC-V PMP (Physical Memory Protection)
B RISC-V TEE

® Keystone (PMPXR—X)

® MultiZone (PMPA—X)

® AP-TEE (VMA—X)

B BR{REEME. RE. 2R
® GlobalPlatfrom, CCC, Arm PSA, IETF, etc
® HOST, HASP, SysTex, etc
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B N\—FO7HNRET HiEEEETIREHIEE(Hardware-
assisted Isolated Execution Environments)?—>
® HIEEIZ[XBIOSHMESISMMXBIF VT DlIntel ME, TPMAY$H %
® TEEFE=FENTOT IV T Al THALETHHET S

B TEEIXCPUMDIRREZZDIZH T4
® /—7JLJ—)LF (i.e., REE: Rich Execution Environment)
€ &FE DOS(Linux, Windows)hEfTENh %
® 17T —)Lk(i.e., TEE: Trusted Execution Environment)
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AMD PSP

Secure Element
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RISC-V Keystone
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®Root of TrustiZIE LR £ (ZH] - FEAEZREIT AWM I/ \N—KR D7 HBE
O NEEEDOESIZHEHN L D@L DR (Remote Attestation) B Thh b

Secure World Normal World

B f|HTZE4ACPU
® ARM TrustZone (A7)
® Intel SGX (PC,4—/3), Intel TDX(H—/3)

® AMD SEV (#—/V) DR #H<ETTEED —H
=y — D - o
® RISC-V [EZL{DEEHY (Arm TrustZoneHh —ZFEELY)

B ZDMDERE
® GPU (Nvidia H100)
® AWS Nitrol&/\1 /83— H—4+tF 17 /\—F(Nitro Card, Nitro Security Chip)
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Root of Trust Secure ElementD F|FHHIHY Platform Security
Processor(PSP)
Remote EARBIIZARLN, Intel MR LT=H D EPID)IZE N HY, TAME, EFEOE AN
Attestation FZ5, BEEITOAEELN, IN—R T T TIEELY,
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TEEDH T/ (1 R [OREL:E EARBICAAIRE-D LR DT EARBIZAATEE O #hsREHHYIOPMP),

(%35 A(Graviton[OSDI 18]7% &),
xBEAMIZHEL, %X CPUEENDED,Intel ME(CSME) CPUB B D £ ® ., A7 3> THhE,

Root of Trust Secure Element® F| A {HIHY Platform Security
Processor(PSP)
Remote EARBIZAELN, Intel MR LI=H DEPID)IZEN HY, TAME, EFEOE AN
Attestation FZ5, BEBEEITOAEELN, IN—KR T TIEELY,
HIELANIL T RTDYEHE A—4(ring 3)D H TRTDYEHE FTARTDYEHE
(TEERROSZEZE AT EE) (TEEROSMEZEAT) (TEERNOSZE%EA[EE) (TEENOSZEZETIEE)
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B Towards A Secure Joint Cloud With Confidential Computing, 2022 IEEE
International Conference on Joint Cloud Computing (JCC), £ i&3 @ K

TABLE 1
COMPARISON OF EXISTING CONFIDENTIAL COMPUTING SOLUTIONS
SGXvl Scalable SGXv2  SEV-SNP TDX TrustZone Realm Nitro Penglai Keystone  H100
Architecture x36-64 x86-64 x86-64 x86-64 Arm Arm x86-64 RISC-V RISC-V GPU
Abstraction enclave enclave VM VM PM VM VM enclave PM vGPU
Instances  unlimited unlimited 509 unlimited 1 unlimited  unlimited  unlimited 16 7
Encryption o @ o o O ® O o O @
Integrity o ¢ L) O O O O o O o
Freshness L O O O O O O @ O O
Attestation ® ® ® @ O ® ® L) L) ®

* PM stands for the physical machine abstraction. Integrity means this CC can resist both hardware and software tampering: © for integrity means this
CC can detect software tampering. HI00 has full integrity against hardware attacks because it uses on-chip High Bandwidth Memory (HBM). AMD EPYC

(Rome) processors currently support 509 keys for SEV VMs. Nitro uses TPM for remote attestation. Penglai and Keystone currently only support local
attestation, but can also achieve remote attestation using TPM or other methods alike.
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B RISC-V International MEEJ 50pen ISA(Instruction Set Architecture)
® THRBEEN T -1, ZLDEEHY (Chisel, Verilog, SystemVerilog, VHDL)

-

Academia

4

Industry )

®ETH: PULP(Parallel Ultra Low Power)(Swiss) )
€ MIT: Sanctum, MI-6,Carbon Nano-Tube RISC-V

€ |IT-Madras: SHAKTI (India)

€ U-Tokyo: RSD (32-bit Out-of-Order, superscalar) (Japan)

€ UC Berkeley/SiFive: Rocket(In order)/Boom(Out of Orde

. . F#ET, VITLUR
@ Esperanto: ET-Maxion, ET-Minion ELTEfEPND
€ Western Digital: SweRV (Controller of SSD&HDD B2 80 B 3E
4 NVIDIA: NVRISCV

€ Andes: AndesCore (Taiwan)
® Alibaba(Pingtouge):XuanTie 910 (2.5GHz 16 Core) (China)

® scoraznss.
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>%’J7b\li0pen Source

€ SyntaCore: SCR Family (Russia) _/
€ CloudBare: BM, BR, Bl Series (Russia)
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B Security HC&Y

® https://qgithub.com/riscv-admin/security/blob/main/topics/RiscV%20security%20direction%20Nov%202021.pptx

Security HC
Roadmap and Priority
Ecosystem
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B Security HC&Y

® https://qgithub.com/riscv-admin/security/blob/main/topics/RiscV%20security%20direction%20Nov%202021.pptx

® RISC-V Summit2021® Architecture Design for Security: Do’s and Don’ts HA3g£L LY,

@ https://www.youtube.com/watch?v=sQyrxvswY38&ab channel=RISC-VInternational

Intrinsic Security

Robustness Cryptography

Cache
Coloring

Trusted Exection Environments Security Model Ecosystem
M-Profile
Functions

IOPMP
A-Profile HW
SPMP
A-Profile
Enclaves

ePMP: PMP Enhancements IDentity
SPMP: S-mode Physical Memory Protection

ISA affecting Non ISA affecting

Scalar Crypto

CFI, BTI ;
Extensions

Reference designs

Pointer Safety,

Vector Crypto
Memory Tagging

Extensions

Attestation Secure Boot Library Ports

Capability Based
Extensions

Lifecycle management

Post Quantum Standards Tracking

Debugging

Certification Mapping

et YNT—XTIOFrD

ISA affecting, proposal ISA affecting, progress
exists ongoing

BERESWNTED T
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B RISC-VTOTEE £
~® Sanctum [MIT,USENIX Sec’16]

® TIMBER-V [/ 5—Y I X%, NDSS'19]
® MI6 [MIT,MICRO19]
® Keystone [UC Berkeley, EuroSys’20] D RT LHIHIERF R THEE 23/09
< ® HECTOR-V [T 5—YIHMKZ, arXiv21]
Academia | g uTango [arXiv'21, S—=3 K]
® Cure [#ILLL a2y ITHRIKE, USENIX Sec'21]
® CHERI-TrEE [ )wS k%, IEEE S&P'23]
._® HPMP (Hybrid Physical Memory Protection) [t #E35@X %, MICRO'23]
| ® MultiZone [HexFive] SR LB RS R CRRT T
® SiFive Shield / World Guard [SiFive]
| ® AP-TEE (Application Processor —TEE) [RISC-V International TEE WG] R T L#I#EIE#HRF&5523/09
Industry | ¢ CoVE (Confidential Virtual Machine for RISC-V) [Rivos Inc., arXiv'23]

Z/(F)\=RO1 7 DHLERZ D, Keystone&MultiZoneldRISC-VHEREE(AR(CHDPMP (Physical Memory
Protection)Zz{#L\, J\— RO 77HLEERU. 15
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ﬁc—v TEE "Keystone” B2 KRS

B UC Berkeley THIFEL TULVASTEE
® RISC-VORAFEA /IN\—HEVTLVS (Krste Asanovi¢it &)
® RISC-VDHHIEMTHEHRETEERDHS PMP(Physical Memory Protection)% ;& F
® CCC: Confidential Computing ConsortiumTH;EBEh TL S

o " CONFIDENTIALCOMPUTING
\ ‘9. CONSORTIUM
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Rocket (4 cores)
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Normal
App1

Normal
App2

\ B Rocket A7 CLinuxOEFTZEEFE
\\ ® IFFEICIZEIYIAH DM modelZFE b D
D THRHUNHE-H AR,
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ﬁ'ﬁ’!‘ODRISC—VT“O)Keystone

: Enclave Enclave )

: Normal Normal :

i App1 App2 Trusted App2 : U mode
Ny ey | Errrrrrr - —
1 Linux

'\. 0S S mode

N ———————————— e LT R Al
I TR e R e S
Enclave

SM (Security Monitor)

————————————————————————————

® scoraznss.

BEREFa) T4 KERKE

INSTITUTE of INFORMATION SECURITY

B/ \—FDOTT7DERHE(ILL
B PMPIZ&5AERE

® 1D (&= 454 )IESecure MonitorH
M mode TFIFH.,

® 1 D(FR THLHFHE)FREEAFELY,

Linuxh\#2 &f
® X TIX2DMDTEE (Enclave)h®E
1T
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ﬂSC—VcDPMP (Physical Memory Protection) A Freraiz xsmxs

B YIBEAE) I ZT UV AFIRZ#E T 5 HEA
® EEEZRXRU>THERNHIEDDATIEATES, BIMIZIEETES,
® U mode, S mode’g & MIERICEFTL =%, PMPD 2% L T&modeD VY I+HMELND,
® RISC-V CPU RICHITHIL AN ERAN=16(FFTDPrivl.12{+
FRTlE64) KHD. XEVDFERIEEN(CT IR 7 ITAFHIEZERER I D
® ES TEITTENHD. 0:highest . N:lowest

® 0 (highest) (3Secure Monitor. N (lowest) (& Linux. EOH PMP Registers
TEE(Enclave)llfEHN3, AN
0x0000 OXFFFF pmpcfg0 pmpaddr0 >
' fg1 ddr1 | |
RIRE m pmpcfg pmpaddr 2
Secure Monitor Linux pmpcfg2 pmpaddr2 E
R
T
TEESE{T m PMP1 PMP2 Pmpcfg-N | Pmpaddr-N
HBUWIZITES, Enclave 1 Enclave 2

Linuxld7 X TCE4<4 5,

19
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HmPcfglﬁ/“Z&tpmpaddrlﬁ/“ZQ W27 KRR

B pmpcfglL o X%
® JVJ4JIRE

Mode Permission
Lock, Unlock eXecute, Write, Read
pmpaddlDa T4 (4byte Bfi . fth) (1:Allow, 2: Deny)
7 6 5 4 3 2 1 0
| L (WARL) | 0 (WARL) | A (WARL) | X (WARL) | W (WARL) | R (WARL) |
> 2 2 1 1 1
B pmpaddrlL X 1
o [/_‘/:/II:E'EE Figure 3.35: PMP configuration register format.
R B7RLR
63 54 53 0
[0 (WARL) | address|[55:2] (WARL)
10 54
The RISC-V Instruction Set Manual Figure 3.34: PMP address register format, RV64.

Volume II: Privileged Architecture
Document Version 20211203 &b
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B Arm MPU: Memory Protection Unit
® A Survey on RISC-V Security: Hardware and Architecture [arXiv21] https://arxiv.org/abs/2107.04175 &KUY

Table 2. Comparison of RISC-V PMFP and ARM MPU Main Features.

RISC-V PMP ARM MPU
The smallest region size 4 Bytes 32 Bytes
The maximum size of a region | 32 GB (if XLEN = 32) 4 GB
Region granularity Configurable (2°* Bytes, G = 0) | 32 Bytes
Privileged and unprivileged Hybrid (If PMP configuration Independent (Explicitly indicated
settings register L bit is set, the setting also | by the MPU_RBAR AP field)
applies to M-mode)
Supported memory attributes | B'W/X R/W /X
Maximum number of 16 (All for unprivileged, some also | 16 (8 for privileged, 8 for unprivi-
supported memory regions applies to privileged if L bit is set) | leged)

® RISC-VTIX32/64TPMPOIM & B DY, ArmlLCortex-MD H ?
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: Enclave Enclave )

: Normal Normal :

i App1 App2 Trusted App2 : U mode
Ny ey | Errrrrrr - —
1 Linux

'\. 0S S mode

N ———————————— e LT R Al
I TR e R e S
Enclave

SM (Security Monitor)

————————————————————————————
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B/ \—FDOTT7DERHE(ILL
B PMPIZ&5AERE

® 1D (&= 454 )IESecure MonitorH
M mode TFIFH.,

® 1 D(FR THLHFHE)FREEAFELY,

Linuxh\#2 &f
® X TIX2DMDTEE (Enclave)h®E
1T
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RISC-V Keystone

B KeystonezBRIZL1-i5E DIEEIEPMPDENE

Boot & TA Creation Sequence

Highest Enclave

(PMP 0) Power-on

ROM ZSBL I

FSBL Machine
Mode
| Secure
Monitor

REE (Lowest Enclave)
(PNP N-1)

Supervisor{

Mode

TEE (Enclaves)

Enclave-Host1

User TrustedApp1
Mode Runtime (Eyrie)

Load (Create) IRARLINIIE
i User
TrustedApp1 Mode
Runtime (Eyrie) )  Supervisor

Mode

Enclave-Host2 (ELE

User TrustedApp2
Mode Runtime (Eyrie) Load (Create) [MENVAVATE

f—l—\

TrustedApp2 User

Mode
Runtime (Eyrie) Supervisor
Mode

(PNP 2)

RWX Range

PMPO 111 *

RWX Range
PMPO 111 *w

PMP 1 111 e

RWX Range

® scoaEsnss,
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1
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Memory Management by PMP
(Physical Memory Protection)

@ Linux runs

‘Secure
“Monitor

000

[

Secure TrustedApp1
Monitor + Eyrie

[PMPo 111 ]

PMP1 11
PMP2 111 *

4 Hemaan

000

@) TA2 runs

1 1

5 5 I

Secure TrustedApp1 TrustedApp2
Monitor + Eyrie + Eyrie

23
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ﬂ (Trusted RISC-V) TMKeystone e s

Trusted RV \

SU (Secure Unit) D& E
B REHE-GIAEERE

1 . —_

: NormaIEndaveNormaI - tj&l?j_l\ ] IJ:E_F7TZ

i Appt App2 T—a R

T .

: Linux Secure Unit (1 core)

| 0S .

—=ZT=ss e EsEnEE S e s e —————— Interrupt ( Secure Secure \
1 Enclave ! App] App2
: i M mode — M mode
: SM (Security Monitor) i — Zephyr
_— ’

Shared Memory
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USB Extension
+
USB Giga Ether

JTAG Adapter

UART

1

PCle Extension 1 Compact
for AppCore \ (Original) Flash

-

ey

(g

P LSS 32bit RISC-V

AppCore " SecureUnit _ Zephyr
(RV64GC) (RV32IM)
4cores 1core . 7

SLLLERE

Xilinx VC707
board

25
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Secure CoProcessorL Y —ig R (1 rocr=v7asmxs
a)F<ULAN)

1 layer REE + Secure CoProcessor REE + TEE
* No isolated environment * No hardware tamper-proof
« Critical processing is not protected < Critical data is not protected

0 layer REE only
* No isolated environment
* No hardware tamper-proof
 Critical data and processing are not protected

B BHROLANY—ERAArmM TrustZone THIRESNTLVS,
B Intel SGXTIXZDEFEMENLL, (RiNg3DH TEIET NA RIZF IR TELLV =)
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. ® — ek 1 s
Wt of TrustDEERLHI (FIDO Authenticatorh Frcr=v7xzmrs

B Realizing FIDO Authentication Solutions with
GlobalPlatform Technologies, 2018

® https://globalplatform.org/wp-content/uploads/2018/04/\White-Paper-Technical-FIDO-
Auth-using-GlobalPlatform-Jan2018.pdf

® FIDO Authenticator®EiE/\2—>
D REEE#E
@ REE+SE(RoT)
@ REE+TEE
@ REE+TEE+SE

REE + SE

GLOBALPLATFORM

Practical Considerations: Technical Overview

Realizing FIDO Authentication Solutions with
GlobalPlatform Technologies

White Paper Companion

High Level Technical Guide
January 2018
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Wone https:/ /hex-five.com/multizone-security-tee-riscv/ e oA N E T

B {# %4 DEnclave (PMP)TIEEE TE50SPTAZEMN T DT, B#IZ7T T )%
EiML., ZDT7T)MEIZEEEE X E VK 5129 S (Hardware enforced
Software defined Boundaries)

® Arm Cortex-MOMPUZFE>1-EELHY ., RAFAF
W fER

® MultiZone NanoKernel FmBE%E

® MultiZone Secure Communications 77 REID&E(E

——————————

User ' 2 .
! Hardware-enforced Software-defined Boundaries —
bl Root of Trust L App / RTOS | !
Stack Libraries i i AQP ' Enclave #1 Enclave #2 Enclave #3 Enclave #4
| I

stack stack III m
heap heap heap heap

Uninit data Uninit data Uninit data Uninit data

Init. data Init. data Init. data Init. data
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Mone on Arm Cortex-M WL 70 KBRS

B Multi Zone Security for Arm Cortex-M Devices [Embedded World 2022] &V
® Arm MPU (Memory Protection Unit)Z{# > T fm i
® Cortex-M®MDTrustZonel{E>TL VAL

Zone #1 Zone #2 Zone #3

| Multi Zone TEE Messenger I

Multi Zone TEE Separation Kernel

Arm Cortex-MO+/M3/M4/M7

==y

Fig. 3 - Mult Zone Trusted Execution Environment - Reference Implementation Architecture. 29
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B PMP (Physical Memory Protection)D¥iiE (B #)

® PMPL Y RAEEF ) TAREWMBEZTILIRT Do (Privit#k1.12TL O R 2HV16 0 5641 ZHL5R)

® RISC-VOHFHEMBERRIZEIDIHIDTEDIRE
B sPMP (S Mode PMP)Di22

® BIFDPMPIEIT LU E—RTS+U modeZ R EILT=HY. S modeDOSHATAEREFIDTEEMTESLI(Z7E SRR
B ePMP (PMP Enhancements)DiZE

® EIEMPMPIET LU E—R(M Mode)E S EITERLA, M Modet HEITEHIRE

m |IOPMP
® RIS ILERHTENDPMPIZOMHIESETEHIRE
y D DN Bl y HE| D
B B8 | EE EE| EE
S - S

M Security Monitor M Security Monitor
(PMP Management) (PMP Manage)
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N
AP-TEE

B Application Platform-Trusted Execution Environment

B RivosTHFEIN TLVYSCoVE: Confidential VM Environment &EL
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B RISC-V International DWG T/t
ﬁ%ﬁ??ﬁ‘)&hff‘b\éAP- Virtualized Non Virtualized
TEE(Application Platform-
Trusted Execution Environment)

B RISC-VO{rEILZHEk

® GXIIRBIEDILEA

& RE{EYLRIZLYVU (Virtualized
User), VS (Virtualized Supervisor), SBI(ECALL)
HS (Hypervisor-extended @~ === ———c——--b e m—=- 1 -
Supervisor) MModeH B A S 1=

ECALL| VU-mode

SBI(ECALL)

M-mode
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B ConfidentialZZZ=ERB CTSMAE £

Non Confidential Confidential

Hypervisor& L TEI, —
® TEE-VM&Hypervisorn>DERIZ non-CoRidental N
iz BPassivetiarR— Rk H-mode (TEE-VM)
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® TH(TEE-Host)-ABI i (_S@)_E(_:A_qu_ _ 1 oo - Jrereeal P ______
B HypervisoriMRAooa—1)0 % SRS =REL
i HVermode — Hypervisor TSM: TEE Security »
AEVIREZTI, Hhaadl I Vo) Manager
B AEIEMTT(Memory Tracking I 4'M'R;T' """ b veerer o
Table)h‘/\°—°)€.§’é‘ﬁ/”:|] L ThF=1E WM-mode ) TSM Driver
A
- (TH-ABI)TEECALL MRET
H @s @s @‘ij_l\uﬁ ..................
® HRoT(Hardware Root of Trust)A® RISC-V SOC 535555HR¢T559 GMTE
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By Non TCB Module TCB Module TEE VM
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Service TEE Root of Remote Hypervisor Accelerator | Scaling
Name implement Trust Attestation (GPU) (manage &
ation mem limit)
Load balancer
MS Confidential  Hardware Intel SGX, Intel ME, yes Hyper-V
Azure Computing TEE Intel TDX, AMD PSP (VMware)
AMD SEV
Google Confidential  Hardware AMD SEV AMD PSP yes KVM
Computing TEE (VMware)
Amazon  Nitro Nitro Hype CPU Nitro Securi yes Xen/KVM Nitro Card
AWS rvisor independent ty Chip (VMware) (?)
Intel, AMD,
Arm
(Graviton)
IBM Cloud Data Hardware Intel SGX Intel ME yes
Shield TEE IBM z15
Cloud
Hyper
Protect
Alibara Inclave Hardware Intel SGX Intel ME Yes
TEE Intel DCAP
ACK-TEE base
Container
Service for

Kubernetes |
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Mtial Computing on Cloud

TEE
implement
ation

Service
Name

MS
Azure

Google

Amazon
AWS

IBM

Alibara

Confidential
Computing

Confidential
Computing

Nitro

Cloud Data
Shield
Cloud
Hyper
Protect

Inclave

ACK-TEE
Container
Service for
Kubernetes

Hardware
TEE

Hardware
TEE

Nitro Hype
rvisor

Hardware
TEE

Hardware
TEE

Intel SGX,
Intel TDX,
AMD SEV

AMD SEV

CPU
independent
Intel, AMD,
Arm
(Graviton)

Intel SGX
IBM z15

Intel SGX

Remote Hypervisor Migration Accelerator | Scaling
Attestation (GPU) (manage &
mem limit)
Load balancer
Intel ME, yes Hyper-V
AMD PSP (VMware)
AMD PSP yes KVM
(VMware)
Nitro Securi yes Xen/KVM Nitro Card
ty Chip (VMware) (?)
Intel ME yes
Intel ME Yes
Intel DCAP
base
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B The open-source landscape of confidential computing in 2021 &Y

® https://medium.com/edgelesssystems/the-open-source-landscape-of-confidential-computing-in-2021-7f847ebfc0a9

Open-source landscape

e aETE SGX SDK Open Enclave
/_/‘T\ . - — . I.IIII.II \\\
Language Asylo Rust SGX SDK EGo & Edgeless RT \ EDP
runtimes Google BaidL / Rust | Fortan
Library OSes Occlum ' SGX-LKL )/ Graphene Enarx
Ant Group | Microsoft te WASM | Red Hat
! \
DevOps Inclavare Marblerun
container | Allbabz servicemesh |
App Project Oak Veracruz "'-‘ Teaclave CCF
frameworks Google Arrr FaaS | Baidd blockchain | Microsoft
Apps Signal Contacts
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Mo B 7-TEE Research Map

Google asylo
https://qgithub.com/google/asylo/

Microsoft Research OpenEnclave
Dave Thaler
htips://openenclave.io/

UC Berkeley Keystone
Krste Asanovic
https://keystone-enclave.org/

HexFive MultiZone
Cesare Garlati
Don Barnetson
https://hex-five.com/
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Simon Moore, Robert \Watson https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/

Cambridge CHERI
MIT Sanctum
Srini Devadas KU Leuven Sancus
llia Lebedev Ingrid Verbauwhede
Victor. Costan U of Minho TU Dresden SCONE
ttps:/www.csailmited  yTango Christof Fetzer (UIUC~)

u/research/sanctum- Santll® Pinto
secure-processor

Timber-V
Yale Graz University of Technology,
Jakub Szefer Samuel Weiser

L@z BEKRE TEEV
Haibo Chen https://ipads.se.sjtu.edu.cn/
TEEX

Yubin Xia htips://teex.io/

*

We are here

TU Darmstadt, Ahmad-Reza Sadeghi
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B GlobalPlatform
® TEERAfRDAPIRIE , AX—bI+2 TERAMNZLY,
® SESIP: Security Evaluation Standard for loT Platforms
B TCG: Trusted Computing Group
® TPMD Rz /ERL TL 58,
B Arm PSA(Platform Security Architecture) Certificate

B |[ETF Protocol

® TEEP: Trusted Execution Environment Provisioning
® RATS: Remote Attestation Procedures

B CCC: Confidential Computing Consortium
® Linux FoundationZO< ok

—
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o FRFEL
o FEEFL
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ﬁiLz: (Academic & Community) BT )7 KRR

https://github.com/kunisuzaki/misc/wiki/TEE-conference-%28Academic-and-Community%29/ edit

B Academic Conference

* |EEE International Symposium on Hardware Oriented Security and Trust (HOST) (2024/May/6-9)

« Asian Hardware Oriented Security and Trust Symposium (AsianHOST) (2023/Dec/13-15) EE (I H#HF
e |EEE International Symposium on Secure and Private Execution Environment Design (SEED) 2024, January 29-30
* Hardware and Architectural Support for Security and Privacy (HASP) with MICRO 2023, October 29

* 6th Workshop on System Software for Trusted Execution (SysTEX) with EuroSys 2023 (2023/May/8)
* Zero Trust Hardware Architectures Workshop (ZTHA) 2023 (2023/November/2) In person workshop
* 3rd Program Analysis and Verification on Trusted Platforms (PAVeTrust) Workshop with ACSAC 2023
* |EEE Secure Development Conference 2023

B Community Conference

* Confidential Computing Summit (2023/June/9)

 FOSDEMZ2023 Confidential Computing devroom (2024/Feb/3,4)

* 0C3: Open Confidential Computing Conference (2024/March/13)

B EAREEIEICEON—FODIT7EFXa) T HEEMEZEESR (HWS)
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B TEELIE " —FFavG " mit ETIRIR
® EREOHIKIFHETHkA
B RISC-VOTEE[XHARZEDHTZL{HD
® PMPAR—X MKeystone, Multizone {381 RXA—XMDAP-TEE

B PMP+{L5EHY
® sPMP, ePMP, IOPMP
® Arm(ZIZE

B TRASIOTIXTEE + Hardware Root of TrustZBFL TL\/-

B ERERLZ{HY
® CCC, GlobalPlatform, IETF

B 5%+ #EiEGoogle ScholarTLEMASTEERHEDH XX E D SPLTULVET,
® Github Wiki I+ E[FTULVET , https://github.com/kunisuzaki/misc/wiki/Papers
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