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LeftoverLocals: Listening to

LLM responses through
leaked GPU local memory

POST JANUARY 16, 2024 2 COMMENTS

By Tyler Sorensen and Heidy Khlaaf

We are disclosing LeftoverLocals: a vulnerability that allows recovery of
data from GPU local memory created by another process on Apple,
Qualcomm, AMD, and Imagination GPUs. LeftoverLocals impacts the
security posture of GPU applications as a whole, with particular
significance to LLMs and ML models run on impacted GPU platforms. By
recovering local memory—an optimized GPU memory region—we were
able to build a PoC where an attacker can listen into another user’s
interactive LLM session (e.g., llama.cpp) across process or container
boundaries, as

ttps: / 75"[mg trailofbits.com/2024/01/16/leftoverlocals- listening-to-llm-

responses-through-leaked-gpu-local-memory/
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Physical Memory Protection schemes (IOMMU/IOPMP/CVM/WorldGuard etc)

ﬁ Krste Asanovic v

[ Mark - Not sure of how to get this to all the right lists ]

©

Physical-Memory Isolation Techniques

Let me try and clarify the various physical-memory isolation
mechanisms folks are discussing here.

The exec summary of the following is that | believe there is a small @
coherent set of complementary non-overlapping mechanisms that can be
composed to support all the required capabilities. We should

structure the TGs around the mechanisms rather than the use cases, as

each use case needs more than one mechanism and we don't want

duplication of similar mechanisms. | avoid explicitly talking about

security as the real abstractions here are software contexts and

privilege modes - security software architectures are built on top of

these. | wrote this as a summary rather than trying to respond to all

the email threads.
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